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Configuring Ubiquiti Bullets and TeamViewer for

Remote Computer Access
BY CARYN ZACHARIAS

Ubiquiti Bullets set up correctly will create your own wireless network, which you can use to
access any equipment connected to the network or log into a computer remotely. The
information on the following pages will walk you through the configuration of each Bullet, then
go over TeamViewer setup for remote access computer login.

EQUIPMENT

Each Ubiquiti Bullet requires the following parts for setup:

e "Ubiquiti Bullet

e "PoE (Power over Ethernet)
e "Hyperlink Antenna

e "Ethernet Cables

STEP1: CONNECT ALL PARTS AND PLUG IN FOR POWER

Ubiquiti Bullets are wireless radios designed to receive an Ethernet cable input and transmit
through an antenna output. To set up each Ubiquiti Bullet, plug the equipment in the following
order:

Power cord --> PoE --> Ethernet cable (PoE port) --> Bullet --> Antenna
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NoOTE: -Use two or more Bullet setups to create your own network.
-To connect via WiFi, IP address is 192.168.172.1
-The default Ethernet IP address is 192.168.1.20
- One Bullet must be configured as the Access Point to be able to communicate with
the other Bullets.
- All connected equipment must be in the same network using 192.168.1.xxx

STEP 2: CONFIGURE BULLETS USING WIFI

1. After connecting the equipment to power, go to your computer and check the available
WiFi connections. BulletAC-IP67:xxxxxxx should be available - select it now.

“ 5 =
e

= BulletAC-IP6&/:784558A2445C
=

¥ Internet settings

2. Aweb interface will open and direct you to 192.168.172.1 (this is the WiFi address).
If you see the following window, click on More Information --> Go on to the webpage
(not recommended).

- o X - o X
v msftconnecttest.com/ redircct - ¢ search. AR RAR R || Search, R fr
This site is not secure This site is not secure
This might mean that someone's trying to fool you or steal any info you send to the server. You should This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately. close this site immediately.
@ Close this tab @ Close this tab
© More information @ More information

Your PC doesn’t trust this website’s security certificate.
The hostname in the website’s security certificate differs from the website you are trying to
visit.

Error Code: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

@ Go on to the webpage (not recommended)

3. Start the setup of your Device.




a. Enter the Device Country and Language, then Agree to the Terms of Use.
e 7 E.W__f&?ﬂ’é‘f ST | = 3

| 2 Usiquis

U Bullet ACIP67

Please Set Up Your Device

DEVICE COUNTRY

United States

LANGUAGE

TERMS OF USE

This Ubiquiti Networks, Inc. radio device must be professionally installed. Property installed shielded Ethernet cable
and earth grounding must be used as conditions of product warranty. It is the installer's responsibility o follow local
country regulations including operation within legal frequency channels and output power requirements. You are
responsible for keeping the unit working according to these rules.

E I agree to the Ublquiti TERMS OF USE, EULA and PRIVACY POLICY

() UPLOAD BACKUP CONFIGURATION m

b. Create a Username and Password.
Username: HYPACK
Password: HypackXylem56

=} Ub\qui{i’

W  Bullet AC IP67

Create Your Username and Password

CHOOSE YOUR USFRNAME

HYPACK

CHOOSE A STRONG PASSWORD

sesessssssase

CONFIRMNEW PASSWORD

S

CONFIGURATION FOR BULLET #1, WIRELESS

The steps below are for configuring a non-Access Point Bullet.
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1. Wireless Setup - Enter the highlighted information shown below.
SSID: HYPACK
WPA2 PRESHARED KEY: HypackXylem56

e |@ htps//192.168.172.1/2wireless ~ @ Cerificateerror ¢ | | Search.. e o

(& Bullet AC IP67 - Wireless - a... % |[ |

NS, BULLET AC 1P67 | ZWAVE.7.1
air

Basic Wireless Settings
WIRELESS

ACCESS POINT -E‘ COUNTRY

PTP MODE aFF ANTENNA | UniFi Omni- 4 dBi
BAND  5GHz ANTENNAGAIN
CHANNEL WIDTH 20/40 MHz CABLELOSS 2
CONTROL FREQUENCY SCAN LIST, MHz -E\ QUTPUT POWER - 21 dEm

wrosowsrosmance [ o [l
SSID HYPACK
P—

LOCK TO AP MAC

Wireless Security

weazsecurity ®PERsONAL () ENTERPRISE [7]

WPA2 PRESHAREDKEY | HypackXylemss|  x [RCILT

[ secondary $sID

= TEST CHANGES REVERT CHANGES SAVE CHANGES

2. Network Setup - Make sure you have the same settings as shown below (IP
192.168.1.20).

e |2 hitps//192.168.172.1/#netwark ~ @ Certificate error @ | | Search... o RO

(@ Bullet AC IP67 - Network - ... * ||

1) 0S8  wvueraciwss jzwavarns

Network Role

NETWORKMODE  Bridge

NETWORK
Configuration Mode

CONFIGURATION MODE  Simple

Management Network Settings

MANAGEMENT 1P ApDRess (_)DHCP @)STATIC sTP OFF
o aoosess | 152168120 p——
NETMASK  255.255.255.0 AUTO IR ALIASING [E-

GATEWAYIP  192168.11 DHCP OPTION 82 oFF
PRIMARYDNSIP 8383 1pvE E-

SECONDARY DNS 19 wvsanoress @ toca O stame
SLAAC
MTU 1500

U Traffic Shaping

CONFIGURATION FOR BULLET #2, WIRELESS

The steps below are for configuring the Access Point Bullet.

1. Wireless Setup - Same as in the configuration for Bullet #1, but enable the Access
Point.




SSID: HYPACK
WPA2 PRESHARED KEY: HypackXylem56

(s G M Notsecure | hitps//192.168.1.21/#wireless A g 1= 2

a}os’a BULLET AC IP67 | ZWAVET.1

Basic Wireless Settings

ACCESS POINT COUNTRY  United States
PTPMODE .E‘ ANTENNA  UniFi Omni - 4 dBi

EAND  5GHz ANTENNAGAIN & dBi

CHANNELWIDTH | 40 MHz CABLELOSS 2

FRAME DURATION | Flaxible OUTPUT POWER @+ dn
conrot rrequency ustmnz [ o |

CENTERFREQUENCY.MHz | 5175
CONTROL FREQUENCY,MHz 5165

SSID | HYPACK

Wireless Security

weazsecuriry () PERSONAL ENTERPRISE [] 'WIRELESS NETWORK PROTECTION [2] -E‘

WPAZ PRESHARED KEY  HypackXylemsé m s -E‘

[£ Advanced

2. Network Setup - Same as in the configuration for Bullet #1, with a different IP address
entered (IP 192.168.1.21).

< C & MNotsecure | hitpsi//192.168.1.21/#network A g B 2

U af0S8  suusracie mavers

Network Role

NETWORKMODE  Bridge

Configuration Mode

CONFIGURATION MODE  Simple

Management Network Settings

MANAGEMENT IP ADDRESS DHcP @ sTaTIC STP -E‘
IPADDRESS | 192165121 MANAGEMENT VLAN -E‘

NETMASK 2552552550 AUTO IP ALIASING \E-
GATEWAYIP | 192165.11 DHCP OPTION 82 -E\
S wve [

SECONDARY DN 1P 1pvs apDRess @ LOCAL STATIC
SLAAC
MTU 1500

Traffic Shaping

CONFIGURATION FOR BULLET #3, BULLET #4, ETC. WIRELESS

Follow the steps in Configuration for Bullet #1 (not the Access Point Bullet setup). However,
remember that each Bullet needs to have a different IP address.

Suggested IP addresses:

e Bullet #3 - 192.168.1.22
e Bullet #4 - 192.168.1.23

etc..
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STEP 3: HOW TO TALK WITH TWO OR MORE CONFIGURED BULLETS

After all Bullets are configured, plug one into a computer via the Ethernet cable. Using the
PoE adapter, you will now have two Ethernet cables plugged into it. You can use a command
prompt window to ping all Bullets (ex: Ping 192.168.1.20).

After pinging or just opening up a web browser and connecting to each Bullet, you will see the
following dashboard. In this example, | am connected to four Bullets. Remember to plug the
remaining bullets into each computer you would like to access on the network.

T3 | S Buller AC 1P67 - Dashbosrd - sir. % | ] Bullet AC IP67 - Dashboard -airt % | | Bullet AC P67 - Dashboard -air X | X1 Bullet AC IP67 - Dashboard -sirt X | -+

5 G A Notsecure | batps//192.168.1.21/#dashboard

U a#0SB swucracrs i mavers

@ LocaL (D REMOTE X3 &

SSID HYPACK
Bullet AC IP67 &

2 Bullet AC IP67 0.05 124 . &
B THROUGHPUT ) 98425 THEUCHEUT
- P = Airtime 28% F 7845:58:A2:45:24
172,80 = - 167.40 PxpowER 4o

TXPOWER 4dBm

Link \
RF ENVIRONMENT @ RF ENVIRONMENT @
STATION LIST COLUMNS = Q search & X
saTioNMAC oevice Moot oevicewave 1 siwaw  NEMOTE powmc urLe ARTME  AETME  CONNECTION st sz TmoucruT
TE4558 424524 Bullet AC IPS7 Bullet AC IP&7 -63dBm -62dBm 167 Mbps 173 Mbps 03% 12% 00:05:13 192.1568.120 ® Run 124 Mbps
T784558A249:38 Bullet AC IP57 Bullet AC IP67 -81dBm -79dBm 648Mbps 38.9Mbps 0.1% 5.3% 00:05:26 192168122 @ Run 332kbps
7845 58AZ47:T1 Bullet AC 1PS7 Bullet AC IP57 -70dBm -69dBm 104 Mbps 108 Mbps 0.1% 0.7% 00:05:26 192168123 @ Run 121kbps

[l showing 1to3arSentries

The following diagram shows examples of three-Bullet (left) and four-Bullet (right) Network
configurations.

Bullet #2 Bullet #2
Access Point ) Access Point
192.168.1.21 192.168.1.21
Bullet #1 Bullet #3 Bullet #1 Bullet #3 Bullet #4
192.168.1.20 192.168.1.22 192.168.1.20 192.168.1.22 192.168.1.23

STEP 4: CONNECTING TO COMPUTER(S) IN THE NETWORK
WITHOUT INTERNET

Use TeamViewer or some other log in software. The steps below will show how to configure
TeamViewer for Onsite Computers you want to access using the network just created instead

of the Internet.
1. Set up TeamViewer for Unattended Access on your Onsite Computers.
a. Open TeamViewer.




b. From the menu, go to Extras --> Options.
[5] TeamViewer - [m] X

Enter Partner D

Connection ¥
Extras > Options
Help > Playor convert recorded session.. 2t€ CONTrol Control Remote Computer
Open User management... Tell-A-Friend
. +* Remote control v
Check for new version Open log files...
About TeamViewer Activate license =.1.11 ‘ Enter Parmer 1D o ‘
cClhiL diu
Exit TeamViewer Buy license

(i) VIUTE 30IUUUNS Ll

Unattended Access

Start TeamViewer with Windows

Grant easy access

A

tn

E Team\Viewer > v

@ Only LAN connections are possible Your version is up to da

| =

c. Click on General and change Incoming LAN Connections to Accept Exclusively.

=] TeamViewer options >
. A
Most popular options
[ . " .
Account ¥ Hover your mouse over options to get additional info
Important options for working with TeamViewer
Security
Your display name DESKTOP-METDHSQ
Remote contral
Start TeamViewer with Windows
Meeting Choose a theme Light ~
Audio conferendng ? [ Receive insider buids
Video Hetwork settings
Custom invitation Proxy settings Configure...
Wake-on-LAN Configure. ..
Advanced axe-an
Incoming LAN connections @ accept exdusively i
Account assignment
By assigning this device to a TeamViewer account it can be remotely managed and
monitored,
No assignment yet. Assign to account. ..
v
oK Cancel
|
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d. Click on Advanced and click [Show Advanced Options].

E"] TearnViewer cptions

General

HNote
Account On this tab you can change advanced options,

Some of those settings are critical for TeamViewer to work properly.
Security

Please read the TeamViewer manual before you make any changes.
Remote control

Meeting

Audio conferencing Show advanced options

Video

Custom invitation

Advanced

| oK | | Cancel

e. Under Personal Password, enter a password, then click [OK].

E TearnViewer options

General Random password after each session |Keep current v
Account [ automatically minimize local TeamViewer Panel
[] 1gnare alpha blending on this computer
Security
[] Full access control when a partner is connecting to the Windows logon screen
Remote control [ ] Disable local input for incoming connections
Meeting Enable Blackscreen for incoming connections
sudio conferencing Personal password
If you set a personal password, anyone who knows it can access your device, Always
Video choose a strong password,
Custom invitation Learn how to choose a strong password
Advanced Password | peaanaseee |
Confirm password | LTI |

Manaqge additional Passwords...

Advanced settings for connections to other computers
Start remote control automatically when connected to a mobile device

[] Enable black screen if partner input is deactivated

1

oK I | Cancel




f. The IP address of the computer will now be in the Your ID Field. Check the box next to
Start TeamViewer with Windows so TeamViewer will always automatically run when
the computer boots up.

[ TeamViewer - O 24

Enter Partner D

1-" Remote Control

22 Meeting Allow Remote Control Control Remote Computer
£ v

Computers & Contacts Your ID +* Remote control

S 192.168.1.11 | o ‘

"ﬂlﬁ, More Solutions EET Password

Unattended Access

Start TeamViewer with Windows

Grant easy access

Team\Viewer > vs

@ Only LAN connections are possible ‘Your version is up to da

g. Repeat steps 1a through 1f with each Onsite Computer that you would like to have
Unattended Access to.

2. Open up TeamViewer on the Office Computer (This computer must have internet if you
want to access it from another computer off the network, ie: a Remote Computer).

a. Enter the IP address of the Onsite Computer set up with Unattended Access.
b. Enter the password created in step 1e for that computer.
3. Connecting to the Office Computer from a Remote location off the network.
a. Open TeamViewer on the Remote (Home) computer.
b. Enter the TeamViewer ID and Password of the Office Computer.

EXAMPLE APPLICATION

The example below shows how to remotely connect to computers on a network created by
several Ubiquiti Bullets. This specific configuration needs three Bullets and TeamViewer set
up on all computers.

Two excavators each with an Onsite Computer (EXCAV #1 and EXCAV #2) and one Office
Computer are connected on the local network, with EXCAV #2 as the Access Point. EXCAV
#1 and EXCAYV #2 have no Internet access, however all three computers have TeamViewer
configured. To log in to the Office Computer from a Remote Computer (located offsite), the
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Office and Remote computers both need Internet access and TeamViewer.

EXCAV #1 EXCAV #2 (Access Point)
Bullet IP - 192.168.1.20 Bullet IP - 192.168.1.21
PCIP-192.168.1.10 | PCIP-192.168.1.11
No Internet —TeamViewer access Local Network No Internet — TeamViewer access
Office

Bullet IP-192.168.1.22
PCIP—-192.168.1.12

*Internet needed if connecting remotely
using TeamViewer outside Network

Remote
No Bullet or specific IP
*Need internet and
TeamViewer

The screen below shows the Remote (Home) Computer logged into the Office Computer
(ID: 213 957 824) which is connected to the . This Onsite

Computer is currently connected to EXCAV #2. Switch to the computer EXCAV #1 by logging
in with its PC ID (ID: 192.168.1.10).

D | 3 Ubiguit Trimble - 2022-0 &z Ubiquit x| +
G A Notsecure | hps//192.168.1.20/%

B oescop-norsa x|+

Enter Patner ID.

Allow Remote Control Control Remote

Computer
Your ID

213 957 824 ) & Remote control

Password 192168.1.11
kf59sg7g

Unattended Access

10



